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Setting up your vpn connection on windows 2000 or XP in continuation from installing x.509 certificate
on windows (please do not continue if you have not installed your x.509 certificate):
Instructions provided by http://www.netdigix.com

1: double click on your “My Network Places” icon on the desktop.

""_:"_:';

My Me
Pl:

2: Click on Network and Dail-up Connections as shown below.

| Address |EE My Network Places

My N;atwork Places

IJs& this Folder ko open files and Folder
on other computers and ko install
nebwork printers

et up nebworking on wour
amputer, click Metwork and Dial-up
Canneckions,

an ikem ko view its descrigge

See also:

My Docurments
My Compuker

3: Double click on the Make New Connection” icon as shown below

R
=

Make Mew
Connection
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4: enter your area code then click the “OK” button. Then on the next screen click the “Next >” button.

Lo alson Inlormalion

Befions wou can make any phorne or modem connections,
‘window e e hollosng inhoimation sboul pour curient
kaxcaion

‘wihial couninyiegen sie pou in noe?

[United Sistes of America =]
‘what area code [or ciy code] we pou in row?

I!I.'-‘Z

1 wous il ainumbar by access an outside ne. what is &7
The phone systemn ol this location umes:

& Torw dalieg " Pulse disling

ok || cowa |

5: Select the “Connect to a private network through the Internet
as shown below: then click the “Next >” button

Melwork Lonnachon Wzasd

Hatwoik Connection Type

i Gan Chooss e Ly of bl Connechon wou wand 10 ciaals, bated or
oL reshvnek; configuration and wou networking resed:

7 Dialup bo privabe network
Connect wsing my phore line [modem ot ISDNL

" Dial-up to the Inbermet
Connect Lo the Intemel wng iy phore line [rodem o 150H]

¥ Connect to a private network through the Intemet
Creale & Virhusl Privats Metword: [WVPH| connechion or Sunned” thiough e Inbemet

7 hesepl incaming conneehons
Lok tbwer coraprutint i conrsct b mrane by pleocs ne, the Intemsl, of direct cabla

™ Connect directly o another computer
Connect using my sedial, parallal, or inhaed poil.

< Back et » Carcal
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6: Type in the vpn servers ip address as shown below then click in the
“Next >” button.

Melwork Connachon Wizaid

Destination Addiess
‘wikat s Lhe ruamme o sddecst of the destination?

Tapee Hoe bt e of |P' adciess of Hoe computer of netiwork. b which pou ane
corresching.

st name of IF addiess [such an microsoft com o 123.45.6.78F

[65.39.254.254

cBack [Tz |  cones

7: Select the “Only for myself” option then click the “Next > button

Melwork Connachon Wrard

Connection Avadlabilily
‘o imeay sk the ney conreclion Svaslabls bo o usees, 0f st youl el
“Vou may make this conneclion avalable 1o all users, o keep it only for your own use. A
conrechion stored in pow meofils wall nol be avaisble unless you are logged on.
Creale lhis connaction
1 Fior oll ey
& Oy for mysell
ciack [Hmis | Caee
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8: Name your vpn to anything you like (for example Hosting vpn) as shown below
then click the “Finish” button

Melwork Connaclson Wizard

Completing the Network
Connection Wizard

Tope the raare wou wrand 1o use for this connechion:

|Hesting vpn

To creste thes conrechon and save & in the
?eh:'r and Disdap Corvsctions lokder, chk
rish

T e i connaciion ir e Meterork and Diskup
Cormections foldes, select i, click Fie, and then chck
Paopsntes.

F 2dd a shorc 1o my desklop

I

9: Click on the Properties button as shown below

Connecl Company YPH

B Save Password

e | (D
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10: Make sure that on the General tab the ip address is correct.

Company WPH K1E
Gereral | Diptiors | Securiy | Hetworking | Sharing |

Mozt e o [P sddress of destination [swch s mecosoft com o
123456 78]

| 64.39.254.254

Fush corrmet

Wirdovet can hrd cornsct e pubbc fetwers. such ag the
Irtparesd, bafone tng to establish this vitual conneclion,

r

I )

[+ et izon i bk whon connacied

nnit.m|

11: Click on the Options tab and make sure it has these settings

Dailing options:

-Display progress while connections (Checked)

-Prompt for name and password, certificate etc. (checked)

-Include windows logon domain (un-checked)

Redailing options:

-Do not change any options here (should be set 3,1 minuite,never as shown below)
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Company VPR EE
Beneral  Opins | Securiy | Nesworking| Sharng |
Diialing cptions
¥ Display progress whie connecting
¥ Fromgt for rname and passwoid, ceithcate, she.
[ Inchude 'Wirdows logon domain

Redising oplion:
Fiedial sthempts: |3 _|:|
Tima betearan radial allempls: 1 miruse -

Icke time before: harging up: I"'ﬁ""*=Ir j'

[" Redial if i is dopped

; OF. I Cancel

12: Click on the Security Tab

Select from the pull down menu the option:

“Require secured password”

and make sure that you have a check mark in the box for
“Require data encryption [disconnect if none]”

Company VPN [ 7] x]
Benesal | Dpions.  Securly | Hetwerking | Sharing |
[ Secuily options:
1% Typacal [recommendad settings]
Waliate: my identity a3 foloves
|:F:¢|;-|.-|e s ] pursivaond ;l

Llge smapit caid !

LLE- L]

[+ Requne data encrption [disconnect § rone)

™ Advarced [curom sefings)

oK. Cancel
| |

13: Click on the “Networking” tab then select from the pull down menu the option:
“Layer-2 Tunneling Protocol [L2TP]”
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¥irtwal Private Connection

il
Gereral | Dptions | Secuitp Nstworking | Shaing |
Tupe of VPN serve | am caling
Audvimaic |

Lager-2 Tunnelng Frolocol [LZTF)

Comporerts chacked s used by bt connection

BT Mwlink (PRSP MNeEI05 Compatinhs: Teamepor Paodoon

B Iniminet Piotocol [TCRAF)

E.ﬂ File and Printes Shaning lor Microsoft Metworks
& M Chasrt fior Micanzolt Matworks

sl | Uizt Propstes |
1 Dazcrplion

i imglemeriation of the P and 5P protocols, which s
wiied by M ann natworks.

ok | Cocd |

14: Highlight the Internet Protocol [TCP/IP] as shown below. Then click on the “Properties” button
(circled in red below).

Wirtual Private Connection

2lx
Genesal | Dpsions | Secuy Metwerking | Sharing|
Type of VPN zerver | am caling
|Laper-2 Tunneling Protecel [LZTP| |
s |

Components chacked are ussd by this connsclion:

B MwLink ISP NEBI0S Compatibls Tisnspart Piolocol

=T Irtemet Protoco [TCPAF]

A g Filix anad Pumber Shaing for Microsoll betvaods
_E Chani loi Mxciosolt Mehworks

el | Urinstal ‘ Fiopetties !:+

:rtlammlm

Trarmmizsion Control FrotocolAntemet Frotoool. The dedsult
ﬂmmﬂﬁwﬂmﬂm ComTreealion
| o drn Foebidks.

ok Cancel |
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15: Make sure the option “Obtain an IP address automatically” is selected as shown below then click the
“Advanced..” button

Lokt protocol (ICB/ )P 2%

Geneial |

Wioia can et P sellings asngned sulomalicaly i pour rtvwodk,
suppoits thiz capabiity, Qtiersss. you nesd 1o ash youw network
administator fos the appopiate P settings.

% Dbtain an IP addiess sutomaticaly

™ Use the folowing IP address:

= Dbtain DNS serves addiess sutomaticaly
1™ Use the fobowing DHS server addresses:

e

16: Un-check the “Use default gateway on remote network™ option as shown below
then click the “OK” button. Then click the “OK” button again.
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Advanced TCR/TP Settings X
Genesal | DNS | WINS | Dptions |
This checkbon only spplies when you aie connecled io a local
nstwwork. ared & chal-ups network. amukansously. When chackaed, data

thal cannol be serk on the: local network i Tomanded o the dalup
nestwork.

@udﬂhﬂﬂmmmﬂuwm

0K I Cancel

17: Select the “sharing” tab and make sure that “Enable Internet Connection Sharing for this connection”
is un-checked. Then click the “OK” button.
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irtual Private Connection : 21
Gerersl | Optiorss | Securiy | Hetworking Shaing |
ﬁi Irtmirest Connechion Shaing slows: other compulais on pour
L local network o access extemal resowces thiough this
“'-:"cu'rcclicl'l.
~Shaned s
Ll reetwrork operation mas be monertanly dsnphed
[™ Enable Inbermet Connection Shaing for this connection

o ] oo |

18: Now enter the username and password as shown below (this is provided to you by your support
department). Then click the “Connect” button.

Lonnecl Company WHEH

Ussrrame: | USEMM@Me

Patswond |uc1l*n-:m*r:-unc1u*
W Save Password

19: You will see some connecting messages and should now be connected to your VPN server.
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