These Instructions are in part by Nate Carlson 

http://www.natecarlson.com/linux/ipsec-x509.php

-----------------------------------------------------------------------------------------------------------

Here's what you need to do:

1) Find your openssl.cnf file. Here's a few locations for various distributions:

/etc/ssl/openssl.cnf
 
Open this file in your favorite editor, and change the 'default_bits' setting from 1024 to 2048. Then, change the 'default_days' setting to something other than 365; I recommend 3650 (this way, your certificates will be valid for 10 years.) If you'd like, you can also set default values for things in the section titled '[ req_distinguished_name ]'. I don't recommend doing this if you don't understand what you're doing, though.

2) Create a directory to house your CA. I generally use something like /var/sslca; you can really use whatever you want. Change the permissions of the directory to 700, so that people will not be able to access the private keys who aren't supposed to.

3) Find the command 'CA.sh' (some distributions rename it to just 'CA'; don't ask me why.) Locations on various distributions:

Debian: /usr/lib/ssl/misc/CA.sh
RedHat 6.x: /var/ssl/misc/CA.sh
RedHat 7.x/8.x: /usr/share/ssl/misc/CA

Edit this file, and change the line that says 'DAYS="days 365"' to a very high number (this sets how long the certificate authority's certificate is valid.) Be sure that this number is higher than the number is Step 1; or else Windows may not accept your certificates.

4) Run the command /path/to/CA -newca. Follow the prompts, as below. Example input is in red, and my comments are in blue. Be sure to not use any special characters, such as dashes, plus signs, etc. These characters will mess up Windows's ipsec implementation.

nate@example:~/sslca$ /usr/lib/ssl/misc/CA.sh -newca
CA certificate filename (or enter to create)
(enter)
Making CA certificate ...
Using configuration from /usr/lib/ssl/openssl.cnf
Generating a 2048 bit RSA private key
.............................................................................+++
........................................+++
writing new private key to './demoCA/private/./cakey.pem'
Enter PEM pass phrase:(enter password) This is the password you will need to create any other certificates.
Verifying password - Enter PEM pass phrase:(repeat password)
-----
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.
-----
Country Name (2 letter code) [AU]:US(enter) Enter your country code here
State or Province Name (full name) [Some-State]:State(enter) Enter your state/province here
Locality Name (eg, city) []:City(enter) Enter your city here
Organization Name (eg, company) [Internet Widgits Pty Ltd]:ExampleCo(enter) Enter your company name here (or leave blank)
Organizational Unit Name (eg, section) []:(enter) OU, if you like. I usually leave it blank.
Common Name (eg, YOUR name) []:CA(enter) The name of your Certificate Authority
Email Address []:ca@example.com(enter) E-Mail Address
nate@example:~/sslca$ 

That's it, you now have your own certificate authority that you can use to generate certificates.

Generating a Certificate
1) First, you need to generate a certificate for your gateway machine. The steps will be the same for other machines, but you need that one first. To do this, follow the steps below:

nate@example:~/sslca$ /usr/lib/ssl/misc/CA.sh -newreq
Using configuration from /usr/lib/ssl/openssl.cnf
Generating a 2048 bit RSA private key
...................................+++
...............................+++
writing new private key to 'newreq.pem'
Enter PEM pass phrase:(enter password) Password to encrypt the certificate with
Verifying password - Enter PEM pass phrase:(repeat password)
-----
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.
-----
Country Name (2 letter code) [AU]:US(enter)
State or Province Name (full name) [Some-State]:State(enter)
Locality Name (eg, city) []:City(enter)
Organization Name (eg, company) [Internet Widgits Pty Ltd]:ExampleCo(enter)
Organizational Unit Name (eg, section) []:(enter)
Common Name (eg, YOUR name) []:host.example.com(enter)This can be a hostname, a real name, an e-mail address, or whatever
Email Address []:user@example.com(enter)

Please enter the following 'extra' attributes
to be sent with your certificate request
A challenge password []:(enter)
An optional company name []:(enter)
Request (and private key) is in newreq.pem
nate@example:~/sslca$ /usr/lib/ssl/misc/CA.sh -sign
Using configuration from /usr/lib/ssl/openssl.cnf
Enter PEM pass phrase:(password you entered for the ca certificate)
Check that the request matches the signature
Signature ok
The Subjects Distinguished Name is as follows
countryName :PRINTABLE:'US'
stateOrProvinceName :PRINTABLE:'State'
localityName :PRINTABLE:'City'
organizationName :PRINTABLE:'ExampleCo'
commonName :PRINTABLE:'host.example.com'
emailAddress :IA5STRING:'user@example.com'
Certificate is to be certified until Feb 13 16:28:40 2012 GMT (3650 days)
Sign the certificate? [y/n]:y(enter)


1 out of 1 certificate requests certified, commit? [y/n]y(enter)
Write out database with 1 new entries
Data Base Updated
(certificate snipped)
Signed certificate is in newcert.pem


2) Next, move the output files to names that make sense.

nate@example:~/sslca$ mv newcert.pem host.example.com.pem
nate@example:~/sslca$ mv newreq.pem host.example.com.key

3) Edit the .key file, and delete everything down from the line starting with '-----BEGIN CERTIFICATE REQUEST-----'. After you do this, the file should start with '-----BEGIN RSA PRIVATE KEY-----', and end with '-----END RSA PRIVATE KEY-----'.

Installing the Certificate on your Gateway
This discusses how to install the certificate on your gateway machine. Again, the steps will be the same for each Linux box.

1) Install the files in their proper locations (if installing to a remote machine, create a tarball of the required files, and copy it in a secure manner): 

$ cp /var/sslca/host.example.com.key /etc/ipsec.d/private
$ cp /var/sslca/host.example.com.pem /etc/ipsec.d
$ cp /var/sslca/demoCA/cacert.pem /etc/ipsec.d/cacerts
$ openssl ca -gencrl -out /etc/ipsec.d/crls/crl.pem

NOTE: If you've already got your gateway configured, please be sure that you have either removed the password from your private key, or set the password in ipsec.secrets. The error message that is returned if you haven't configured this properly isn't all that helpful.

EXPORTING TO WINDOWS:

1) Create the certificate, again following the steps under 'Generating a Certificate'. We'll assume that you call the Windows 2000 certificate 'winhost.example.com'.

2) From this certificate, export a .p12 file for the Windows machine. To do this:

$ openssl pkcs12 -export -in winhost.example.com.pem -inkey winhost.example.com.key -certfile demoCA/cacert.pem -out winhost.example.com.p12

NOTE: I've had a note that you may also need to add the '-name friendly_name' option to the above command to get some versions of Windows to correctly read the cert.

Also run the following, and make a note of it's output:

$ openssl x509 -in demoCA/cacert.pem -noout -subject
